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‌ 
As‌‌part‌‌of‌‌the‌‌delegation‌‌of‌‌the‌‌‌Vienna‌‌NGO‌‌Committee‌‌On‌‌Drugs‌‌(VNGOC)‌,‌‌an‌‌organization‌‌                             
in‌‌consultative‌‌status‌‌with‌‌ECOSOC,‌‌today‌‌I‌‌have‌‌the‌‌privilege‌‌of‌‌speaking‌‌on‌‌behalf‌‌                           
of‌ ‌the‌ ‌‌European‌ ‌Institute‌ ‌for‌ ‌Multidisciplinary‌ ‌Studies‌ ‌on‌ ‌Human‌ ‌Rights‌ ‌and‌ ‌Science‌ ‌-‌ ‌Knowmad‌‌                           
Institut.‌ ‌ 
‌ 

After‌ ‌twenty-four‌ ‌months‌‌into‌‌the‌‌global‌‌pandemic,‌‌the‌‌consumption‌‌and‌‌trafficking‌‌                     
of‌ ‌psychoactive‌ ‌substances‌ ‌has‌ ‌increased,‌ ‌COVID-19‌ ‌has‌ ‌driven‌ ‌technological‌‌                 
innovation‌ ‌and‌ ‌adaptability‌ ‌to‌ ‌a‌ ‌global‌ ‌market‌ ‌in‌ ‌which‌ ‌amphetamine-type‌‌                   
stimulants‌‌and‌‌New‌‌Psychoactive‌‌Substances‌‌(NPS)‌‌are‌‌available‌‌everywhere,‌‌which‌‌                   
could‌ ‌trigger‌ ‌accelerated‌ ‌changes‌ ‌in‌ ‌drug‌ ‌use‌ ‌patterns‌ ‌and‌ ‌have‌ ‌implications‌ ‌for‌‌                       
public‌ ‌health‌  ‌(UNODC,2021).‌ ‌ 
‌ 

The‌ ‌trafficking‌ ‌of‌ ‌illegalized‌ ‌substances‌ ‌through‌ ‌Information‌ ‌and‌ ‌Communication‌                 
Technologies‌ ‌(ICT)‌ ‌is‌ ‌becoming‌ ‌more‌ ‌common‌ ‌every‌ ‌day.‌ ‌Being‌ ‌the‌ ‌darknet‌ ‌and‌‌                       
"cryptomarkets"‌‌a‌‌remarkable‌‌innovation‌‌in‌‌the‌‌illicit‌‌market‌‌of‌‌controlled‌‌substances‌‌                     
(EMCDDA‌ ‌&‌ ‌Europol,‌ ‌2017).‌ ‌However,‌ ‌the‌ ‌most‌‌popular‌‌social‌‌media‌‌have‌‌evolved‌‌                       
and‌ ‌avoid‌ ‌the‌ ‌need‌ ‌to‌ ‌enter‌ ‌into‌ ‌the‌ ‌darknet‌ ‌in‌ ‌order‌ ‌to‌ ‌access‌ ‌substances‌‌                           
(EMCDDA,‌ ‌2021).‌ ‌ 
‌ 

The‌ ‌information‌ ‌that‌ ‌can‌ ‌be‌ ‌analyzed‌ ‌from‌‌trade‌‌data‌‌in‌‌darknet‌‌marketplaces‌‌and‌‌                         
social‌‌media‌‌platforms‌‌can‌‌lead‌‌to‌‌the‌‌development‌‌of‌‌useful‌‌methods‌‌for‌‌detecting‌‌                         
newly‌ ‌emerging‌ ‌psychoactive‌ ‌substances.‌ ‌That‌ ‌is‌ ‌why,‌ ‌in‌ ‌the‌ ‌quest‌ ‌to‌ ‌consolidate‌‌                       
safe‌ ‌spaces‌ ‌on‌ ‌the‌ ‌internet,‌ ‌it‌ ‌is‌ ‌important‌ ‌that‌ ‌law‌ ‌enforcement‌ ‌and‌ ‌government‌‌                         
entities‌ ‌do‌ ‌not‌ ‌forget‌ ‌that‌ ‌privacy‌ ‌and‌ ‌anonymity‌ ‌are‌ ‌a‌ ‌fundamental‌ ‌right‌ ‌in‌ ‌our‌‌                           
hyper-connected‌ ‌societies.‌‌ ‌  
‌ 

Two‌ ‌facts‌ ‌force‌ ‌us‌ ‌to‌ ‌rethink‌ ‌our‌ ‌world:‌ ‌coexistence‌ ‌with‌ ‌seemingly‌ ‌limitless‌‌                       
artificial‌‌minds‌‌and‌‌memories,‌‌and‌‌our‌‌growing‌‌interest‌‌in‌‌modifying‌‌and‌‌expanding‌‌                       
our‌‌own‌‌limited‌‌human‌‌minds.‌‌At‌‌the‌‌crossroads‌‌of‌‌these‌‌critical‌‌issues‌‌are‌‌privacy‌‌                           
and‌ ‌dignity.‌ ‌ 
‌ 

Then,‌ ‌it‌ ‌becomes‌ ‌evident‌ ‌the‌ ‌need‌ ‌to‌ ‌rethink‌ ‌current‌ ‌strategies‌ ‌and‌ ‌assume‌ ‌the‌‌                         
priority‌ ‌of‌ ‌focusing‌ ‌law‌ ‌enforcement‌ ‌resources‌ ‌on‌ ‌the‌ ‌skills‌ ‌of‌ ‌the‌ ‌incipient‌‌                       
specialized‌‌cybercrime‌‌units,‌‌the‌‌time‌‌and‌‌funding‌‌to‌‌investigate‌‌the‌‌most‌‌pernicious‌‌                       
cybercrimes‌ ‌that‌ ‌threaten‌ ‌the‌ ‌population‌ ‌and‌ ‌not‌ ‌the‌ ‌recreational‌ ‌substance‌‌                   
markets.‌ ‌ 
‌ 
‌ 
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Recent‌ ‌studies‌ ‌indicate‌ ‌that‌ ‌people‌ ‌who‌ ‌use‌ ‌drugs‌‌(PWUD)‌‌and‌‌who‌‌access‌‌to‌‌the‌‌                           
substances‌ ‌through‌ ‌the‌ ‌use‌ ‌of‌‌Information‌‌and‌‌Communication‌‌Technologies‌‌(ICT)‌‌                   
(Aldride‌ ‌et‌ ‌al.,‌ ‌2018)‌ ‌tend‌ ‌to‌ ‌adopt‌ ‌harm‌ ‌reduction‌ ‌practices,‌ ‌and‌ ‌promote‌‌                       
"responsible‌ ‌use"‌ ‌in‌ ‌which‌ ‌self-determination‌ ‌and‌ ‌management‌ ‌of‌ ‌pleasures‌ ‌with‌‌                   
privacy‌ ‌and‌ ‌increased‌ ‌safety‌ ‌by‌‌being‌‌mostly‌‌in‌‌their‌‌places‌‌of‌‌residence‌‌(Mason‌‌&‌‌                           
Bancroft,‌ ‌2018).‌ ‌ 
‌ 

Likewise,‌ ‌law‌ ‌enforcement‌ ‌practices‌ ‌must‌ ‌be‌ ‌nuanced‌‌without‌‌losing‌‌focus‌‌on‌‌real‌‌                       
threats,‌‌such‌‌as‌‌the‌‌rise‌‌of‌‌the‌‌opioid‌‌market‌‌and‌‌counterfeiting‌‌of‌‌controlled‌‌drugs.‌‌                           
Implementation‌ ‌is‌ ‌problematic‌ ‌when‌ ‌the‌ ‌market‌ ‌is‌ ‌not‌ ‌regulated‌ ‌by‌ ‌States,‌ ‌but‌ ‌by‌‌                         
Organized‌ ‌Crime;‌ ‌which‌ ‌makes‌ ‌us‌ ‌raise‌ ‌once‌ ‌again‌ ‌the‌ ‌need‌ ‌to‌ ‌respect‌ ‌the‌‌                         
self-determination‌ ‌of‌‌individuals,‌‌to‌‌seek‌‌a‌‌balanced‌‌and‌‌humanitarian‌‌regulation‌‌of‌‌                     
illegalized‌‌substances‌‌to‌‌educate‌‌and‌‌reduce‌‌harm‌‌in‌‌our‌‌world‌‌which‌‌is‌‌a‌‌one‌‌young‌‌                             
world.‌‌ ‌  
‌ 

So‌ ‌from‌ ‌the‌ ‌‌European‌ ‌Institute‌ ‌for‌ ‌Multidisciplinary‌ ‌Studies‌ ‌on‌ ‌Human‌ ‌Rights‌ ‌and‌ ‌Science‌ ‌-‌‌                           
Knowmad‌‌Institut‌ ‌we‌ ‌encourage‌ ‌this‌‌commission‌‌and‌‌the‌‌Member‌‌States‌‌to‌‌study‌‌the‌‌                         
feasibility‌‌of‌‌realizing‌‌a‌‌convention‌‌on‌‌cybercrimes‌‌with‌‌a‌‌specific‌‌provision‌‌towards‌‌                       
crimes‌‌related‌‌to‌‌controlled‌‌substances,‌‌which‌‌would‌‌represent‌‌a‌‌useful‌‌first‌‌step‌‌to‌‌                         
recognize‌ ‌the‌ ‌negative‌ ‌consequences‌ ‌and‌ ‌learnings‌ ‌from‌ ‌the‌ ‌current‌ ‌approach.‌ ‌ 
‌ 

Training‌ ‌for‌ ‌law‌ ‌enforcers‌ ‌on‌ ‌the‌ ‌risks‌ ‌associated‌ ‌with‌ ‌general‌ ‌withdrawal‌‌                     
approaches‌ ‌to‌ ‌recreational‌ ‌substance‌ ‌markets‌ ‌should‌ ‌take‌ ‌into‌ ‌account‌ ‌health‌‌                   
professionals‌‌with‌‌expertise‌‌in‌‌harm‌‌reduction,‌‌civil‌‌society‌‌actors‌‌such‌‌as‌‌the‌‌Rome‌‌                         
Consensus‌ ‌2.0‌ ‌coalition,‌ ‌and‌ ‌should‌ ‌be‌ ‌accompanied‌ ‌by‌ ‌the‌ ‌invaluable‌ ‌support‌ ‌of‌‌                       
the‌ ‌Cybercrime,‌ ‌Anti-Money‌ ‌Laundering‌ ‌and‌ ‌Counter-Financing‌ ‌of‌ ‌Terrorism‌‌               
Department.‌ ‌ 
‌ 

We‌ ‌appeal‌ ‌for‌ ‌a‌ ‌multidimensional‌ ‌approach‌ ‌to‌ ‌cybercrime‌ ‌related‌ ‌to‌ ‌drugs‌‌                     
(especially‌ ‌recreational‌ ‌drugs)‌ ‌and‌ ‌respond‌ ‌accordingly‌ ‌with‌ ‌a‌ ‌humanitarian‌ ‌vision‌‌                   
that‌ ‌puts‌ ‌people's‌ ‌dignity‌ ‌and‌ ‌safety‌ ‌first.‌‌ ‌  
‌ 

Finally,‌ ‌we‌ ‌strongly‌ ‌urge‌‌you‌‌and‌‌the‌‌governments‌‌you‌‌represent‌‌to‌‌take‌‌awareness‌‌                         
and‌‌action‌‌to‌‌ensure‌‌a‌‌healthy‌‌transition‌‌during‌‌the‌‌adoption‌‌and‌‌standardization‌‌of‌‌                         
emerging‌ ‌technologies‌ ‌in‌ ‌the‌ ‌fourth‌ ‌industrial‌ ‌revolution.‌‌ ‌  

‌ 
Rev.‌ ‌Martin‌ ‌Ignacio‌ ‌Díaz‌ ‌Velásquez,‌  ‌MSc.‌ ‌Oscar‌ ‌Hugo‌ ‌Espin‌ ‌García.‌ ‌ 
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